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t0l.JaflluLuLT.lv!u1u''lataoauttavannrrurdulmonr:6or.LrianolfrrtnoSfrlarlr:nuvlin:yotut11{

:vlr:trrioritu lnternet, nr:lffllrkirirr1 iuriu drrtjufr'o.ifrr#oTr]r,,nrrflolriut.:iaurioaprnrurf,ul
t4 v 4 -^_^__ -y_ Av a ! re o u \ttav!0{ nun?t:.J tauu'tulJolt0la tta v lrnrytnor ld u.LrJ"Lunr:rirq'o'Lria
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hl:*n:lflotriuhYanolrir rnoir{rr,rir tn6orrrolfir rmoiuritirauny rntorrrorfir rnoia ntiru
e 61 ,r^^^.A_-.y'- o y ^ il a, il X o.u11:01rt!0!tu1rtn1:L1J'1luvl0n9l0.19l'llJnflultlEJ sjruru o,ooo ,uo uSolfrprn-t ttJuurarfr'lfru * tl

d. xrtu"Lunr:{orur

drururiu b,oroo,ooo llil (ao{6'1uufi{rrfiuu.tvrriru) tdtruri't3'u * fl

9oad. ?JAnlUUOnilanU6Usrav{1y

d. o suuuu3ur :or ndruna rtso.:Iil:un :ufl or rYuleia (Ma na gem ent Consote)

d.o.o zufrmfiruq{flo.rriutrYarlo{41}.J'r:0n?unruavriur:d'ernr:orneirunarrfirr{Junr:

lirsrunr slfr'anrfl rr u n ::r rrru c t oud ua vrBur:o-n nr:e.iru web service lpi
d.o.lo:vlluBvr:{'onr:qrnd'luna1.:a'r}Jr:nn?uFlilrntotnolfirrnoianrirufir{luurll

1U

Physical, Laptop, Server, Virtualization uaval]l'rrnfiovlSrar:6'nnr:n'rubl Management 16urrYut6'

d.o.m:vttuovrlotaur:nairtriorra:vr:ut6'urnn'ir r dor-icufi urasfril:vifrnr:r"ilrldrru! u -a

?0'itt0lavll0LiU% uaufi'1il'l:onluuoail6Lr]?1ryErra:vu!a'ul't:nu5ur:o'nnr:ravlryneilfr'hi'frvrBl6'

d.o.d:vrlrlqvfro{arrrr:nu{t16oudo4afi6'ornr:tlril(nua:vuuTprarjrudo.:urrdrudbi
tddl]lnn?l o 0ll.lfi

d.o.d r:3rar:d'onr:teiairuur.ltSuu:mrtoflut!uu HTTPS h]:lnrroa :olir:nr:rirrruflu
, u .3 {

tsrowser o{noLUu lnternet Explorer, Mozilla Firefox, Google Chrome, safari

d.o.b aur:nriruuotlfi'rniotandru rirnr: Submit suspicious files fi:vulot:ro6'la.rd'u
'irorot{Jun-uaflFlu.J tlulfil{r,'rinrur (Research Lab) uluo'nTufifr orn:ylluirar:eirunarrt6'



d.o.eij 41il't:fl00n:ru{tua:illrfrfrriur::vuurrlJ!a:il:?l:lu.t'tuytnri'?d0lfi'ou"[u:rJuur.t9Uq1U!
por tv'liirfi ur e.iru:vul airunaxtei

d.o.d :vllrlosartrr:nri'r;rJu!u:ruqrut6louo'niu:ifrmrrLfiriryuntd'Toruatrr:nlf;on
ua vn v r r r fi'r rio : r u t r u fi rlo r n r : rat o fr'r r,r l of 6'

d.o.c( :otiunr:frrr'o Endpoint trJrirrniol4n.drualru:suulSyr:6'prnr:orneirunarrlfr
ad u , q ,3 

u

uarnualu'lD qw0L!u

- 606'rairu:vuu Active Directory

- fr0,6'linu:yu tp Address

- fr omer ulufr lrivrrl Email

- fi qgr'rruLr! Manual lnuldlv,ki package

d.o.oo arlr:alirnt:sr:roo-r Malware rJ:vunud'rriotldta trfa, Tu:{'u, worm,
Rootkit, Phishing, Adware, Key logger ufluodtujou

d.o.oo fifilrooilunr:n:ro{'rttavflorriu Ransomware rfior]orriunr:nnrdr:ri'atr,{ri
(Anti-Ransomware)

d.o.oto arlr:nriruunuluurunr:fnrgrnrrrrJaonfiurfiorirtrJtdlerafr"l{rjaravrrll:.]
aur:o u n lfi nr,r6o uriluuTu r r at6'ror

d.o.oen arlr:n#larrnu/dnrnvri'ufiuioriryuorir{r?n'tn1:arrnu/dnrnrvr tfrorn
Management Console

d.o.od frqtta:vllaur:arf,onfiovlr'rnr:allr,,ki (oelete) fi rtlu Malware y3oarlr:n
n-nriutr,'ki (Quarantine) firflu Malware tri

d.o.od frolatlr:nriruuqnratiinlunr:rlorffunr:nounr:fierosrir.J:rrn::116'

d.o.ob arlr:no'vltnvrgrurioryat':iar.iruduunoiuisrtfr yioarlr:nrit,tuql#rrrtor
ctients fioq"[u:vttut{]urt-rn:vorao'rrirnl#,iurnriordult6' Trrrinrrrruaur:nrit,ruprt6'raarurnio,r
^.y-^-&--- ,qrd - .j- J { ,il:01.lvl{a1x.lr:nriruuo,Priority 'iiLfitTsndvruflilfrm'rn:vqrurnSol'Luuriouua-,rnurirri'utri'

d.o.oe'/ tfiorr:rovluroohYar,tsouaqnririxqaur:nvirnr:ru6'rrfiouhJrilfr'orra:vrr.lrjru
4 fl x u s ua < - 

ut
vr r r d ur a16'[n u o m]urTfr 1o u a u r : n rir rau o"[#ei rt6'r r n n.i r, o' ur ai

d.o.od arlr:ndrnr:6u1v{ei (Restore) tv,teiftltqnrinnlu (Quarantine) na-ltrjflisiruuil.:
rfr116'Ltavd11.r1:nrirvuolflvieid'rnrirririqnn:roq"udnt6'Tflur.iruilxrn6ornorfr:rnoiantjru uayfi
:#afl o t niu n r : Re sto re rfi o fl o r nlu u, 

" 
r, ri u n 6utr,,ldh ia ro,r

d.o.oc( arlr:ariruunnr:dl'lunvrtfrmtrdrrnarlnuru-i.lnrlnrilrfioarrLr:nt'na::nt:
o'vruqvrtoi

d.o.lero arur:oriruuernr:tdrfir15ltclF{zil:run:l 'irourprnA:Jouryrn l#udrtdcrutd'
d.o.loo arrr:nlSontSluaonarry6orSr.lfiorrr{luo'un:rut6'(phishing protection,

Browsing Protection)

d.o.blo filvleitoafiarrr:nrJorriun-unnnurfirdurTorfiri'rrt{ruavrroonl6'v,riolfr'r
tt{.:tn*ouurnfi}l:un:lraio Process "Lprruruuorrdolrio:.,rtdlruriu port nru"[urnBo.r16'



d.o.Loen a1ilr:nouryrntri"tdlrur,riotrjlri'l{rruqrJn:niriorixs;rflrn ExternaI storage,

lnternaI storage, Wifi, CD-DVD, Bluetooth, lmaging device uavfir USB Encryption rfioflorflunr:
s u , a ^lJ u u

nnr Ll.tu LLJ Lfi uuytou LFI

d.o.Lqd arlr:nrir:oldo4a rravfldoqatylei t6'rrri .doc, .odp, .txt, .docx, .ods, .wps,

.dps,odt,wpt,.dpt,.pdf,.x[s,.et,.ppt,.xlsx,.ett,.pptx,.odg,.rtf,.docm,.xlsm,.pptm liur:
6'onr:nr:ri'l:o{doUaarneirunar.:uavfi:vurlunr:fludprriora,Lri'rifi'adoraruasaur:nrir:orrioqa

j ,j s uaqv
rav.t1uil !ua uutt!a{ ttuLi0n Luln Lo

d.o.lod AM:fln:'laA0lJn15!n!nLtavflo{fiun-uqnrrrlluiyuurotodru Network oiru
:v!! IDS/lPS ,Port Scan Attack, DDoS Attack traua.ut.t:cloitu{.tu

d.o.lerb A1lJ1:fl4ttnuttavg]:?!aolriolly'jrot:vlutJfll-finr:trii{luodrtriou
(Vutnerability Scan)

d.o.toe'r, rflucJov,li,i'[rifiartr:nsr:?aaou{o}la System, Hardware, Software tortn6o,r
,j

enfllu frot-i"Lu:vuu uavfrotmrlnr:trJfiuuruJa{ Hardware LLay Software teir{luodxriou (lnventory

Management)

d.o.bd arlr:nl3ur:o-nnr:frvdtunr:tdTtl:un:rlu:v!1r r{Juurl?ouil uavm:roy.r
s , Au ,u v-I! : u n : l fi hiki:-r: o u cp r n"Lu : v utrirtl u o d r r rio u (A p p r. i cat i o n c o nt ro l. )

d.o.loc( arlr:nl3ur:e-Flfl't:LtaurlYrrJ:rrJ:sf,uBnrnrolrrriortrir{Juodr,lrjou (System

Tune Up)

d.o.eno aur:nlirnr',uar.',rdufi6'nrfir{o4nlounr:aulv'kiruvrirllki (oist< Clean-up)

d.o.eno a,l}.1r:ndrn?lilavo'toLLavtioulttn:vul Registry tu:vuld (Registry Clean-up)

d.o.enls aur:nrirnr:q-FrrBar{oqafioqif,ufio-o16r{0rya16' {oefragmentation)
d.o.enen 411.1't:fllJiur:t-qnr::vr.tuflorriurio4aqryrarutoi (Data loss prevention)

d. o. end arlr :fl riruuor nr:fl or rYu{ora pr url :v rn urorlv'ldlei (ri le Type)

d. o. end a'u.n:a ri'tyun nr:fl 0{ riudora mu urj riulrottvidti' (f i le patte rn)

d. o. enb aur :cr riruun nr:fl or rYurio:;a n u 6'r o'nry:16' (U sers Defi n ed Dictiona ries)

d. o. ene'rr a u r : n fl o r niudo U a a rUur u e.j r uti o I u x p ri nt S c re e n lpi! UU

d. o. end aur:afl ol rYudoqa qcyur a r.irudo.lyt.t.1 Rem ova bt e Device t6'

d. o. ene( a u r : n fl o I riurio4 a 4 ry r,t r u nj ruri o r yr r.r N etwo rk S h a re tpi

d. o. do a rtt r : n fl o r rYudo 
4 a 6 ryr,rr u ri r uti o r u r r C L i pboa rd ki

d. or. do arlr :ofl ol rYudoqa 4ryrar a r.iru"riocur.i pri nte r Activity ki
d. o. dlq a 1 il 1 :fl fl o.i riudo 

4 a q cyr,rr u r.ir uti ol yr x I n sta nt M e s s e n ge rs t6'
d.o.don aur:crflorriurioqaqryraraairu.riosvt'r{ File sharing/cloud service t6'
d. o. dd arl.l'r :fl fl o{ riuriola aruyr u ajruriolux Socia I Med ia lei
d. o. dd a u r : n fl ol rYu{o U a a rUur u r.ir urj o ry r r We b B rows e rs triS UU

d. o. db a u r : nr] o r rTu{o I a a cU ur u aj r urj o ru r q E m a i I C |.i e nts ki! !u

d.o.dery aur:nlirnr:r{rr':arlunr:frurartv{eififidola Confidentiat t6' (Oata-Rt-Rest Scan)

d.o.dd a1l]'l:000n:ru{'tulu:lrtlu csv tLau pDF tfr
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d.o.de! allJr:fltirnti Submission Fi[e ttjtil Cloua Sandbox tfiolirnr:n:rqao!'irt{]u
Malware r,riohi Q'1fl:ulJU!3il1:eirunar.it6'Tnuarriltfl Submit rJ:yrnutv,lritri'rririotrlii
"sh",'Js", "*.12","py", "doc", "rtf', "xls", "ppt", "pps", "pso", "bat","eml',,,,exe,,,,Jar,,,,,txt,,,',odt,',,'odp,,,

"ods", "swf', "msg", "msi", "pdf', "rar", "vbs", "zip", "cab", "[nk", "xm[", ,'d|.|.',, ,,tar", ,,hta",,,elf,, ,,docx",

"docm", "[ink", "xlsx", "x[sm", "xlsb", "pptx", "ppam", 'htm|." teir{Juodrtrjou

d. o. do A ll.t't : fl 0 O fl : r si.i 1 U tfi U? ri'U Sa n d box 0't ft T v U lt ?ir u n a x16'

d.o.do arrr:nliur:6'ornr:Trl:ttn:rflorriutrYa,:yulfloln-udo4a{ryyrrr turarir
Manaqement rdurriuLi'

ra ua 9- --9,! i a d I I dd.b :vuudfrfGnr:druiutnBotnaufirrnoiurisjrauasrnso{noilfitretoiqndru (Security

for Endpoint)

d.Lo.o :vr:lflosn-utriar{rr,lil Windows oS aur:n6er6'liurrYu:vulrJfl-rifinr:16'oiil

Microsoft Windows loood Server Rlo Web / Standard / Enterprise / Datacenter (ua-bit)

Microsoft Windows e., Home Basic/ Premium / Professional / Enterprise / Ul.timate (orto-

bit/bd-bit)

Microsoft Windows 5BS loooo Standard / Essentia[s

Microsoft windows server toooto RIo standard ,/ Datacenter (ua-bit)

Microsoft Windows Server looolo Standard / Essentials / Foundation / Storage Server /
Datacenter (bd-bit)

Microsoft windows d.o Professiona[ / Enterprise (enb-bit/ua-bit)

Microsoft Windows oo Home / Pro / Enterprise / Education (enlo-Bit / bd -Bit)

Microsoft Windows oo

Microsoft Windows Server booi>

Microsoft Windows Server loooc( (ua-bit)

Windows oo November booe( Update

Microsoft Windows Server Ioolorlo Standard / Datacenter / Essentia[s

d.le.le :vrurJorriutrYarirvYr Macos atrr:nfiprrrriurYu:vrurJfrl-finr:tri' 6'rfl

MacOS X oo.o[o, oo.o6n, oo.od, oo.od, oo, orl9, and oen

Linux enlo bit

GNU C Library b.d and [ater

SAMBA version d.ob and earlier

Supported Distributions for EPS Cloud client

Debian c(, oro

Ubuntu od.od,ob.od
Boss b.o

Linux Mint oc(.en

Linux ud bit

GNU C Library ler.a and later
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SAMBA version d.ob and ear[ier

Supported Distributions for EPS C[oud client

Fedora eno, enlel

Linux Mint oc(.en, Ioo

Ubuntu ob.od, od.od, loo.d, blo.od

Debian c(, oo

CentOS 6"li.d, d.le

RHEL 6,r.d, 6'r.d, d.lo & d.b Enterprise

SUSE Linux olo. SPa / Enterprise Desktop od
Rocky Linux d.d

Oracle Linux e.rl.o, erJ.c( and d.o

b. rioriT rauorqruaur.ifitoq{rauo:.rnrI
Y V d u4 , y

u.o [itauo:rnrn'olilutirdorrrirn'r6'rrrvrus;ruilruTaufl:{atnrdlro{zuaflni[u",{"lul:yrrfltuuU

u.to q]tauo:rnrrovfrotfifilqluaTrJ:un:uflo.iriutriaranrvyrxTrrufirarirfioe.irunr:ou:lra'rnUU
Yavdy4

ta110{2a n fl fuTt tta y r] 0{:J t0 nal:5uTor Ce rtificate

u.en r'itauo:rnr6'ot6'prvrfrtfrudhl:rrn:1.ifl0'iflut':Yamunrruall-GrirraYrTrl:un:rrJorrYutriaU - 'q----'
o I s_.,._,{.. ,, J ^ d t Aq, o u fnrl.lxlu?utPl:o{Flo:.lv!'l L0l0: tt].llJ1U [tau LFr:0{ Fr0}]llr rno5a nil uy]Lt{ tuo qqSl6iryf!l:,iv\ur!ta rAnAu
y o ^ &s't u u q vqy y qv v adttav6'owirnr:from-lh]:rLn:xlflo{rYutrfa"Lr,tvr:olLlJ.t'tuo?u?onr: on-site yio Remote lnatrimtrn.ir

do%o toldrururn6otfi6'qurf{uiln ilavfrord'or,{1:'ro{rufl'r:r.lfrl-6qrueir}.rouv'ianrauoFr[uyfl::ilnr:
fl9

ot :? a YlJ n-a a riu n-pr q r n iu a.i u I lrlu d'ru ru lI OO

b.d ua-{a'lneil:rolfi'aqfrtfiuo:ln'rfro'id'fl01J:ilnr:ldlru:spil User q;ruru o n{rriofl rray9S

:vrYu Admin hirfrudru'lu a n#lriofl
y v dd s , u v u u tb.d ritauo:rnrovot'0.1frfr:.JflttaIl:rtn:lrJolnluhfarirurio.:vrrrTil:fl11r1,i',6rud, Remote, on-site

6luoe"[uiuttavtrar?irnr: 
dxd Next business day lout:"jdrrinqirurunYrTnuhi6nrirlddru ufiotri':-lur,ffr

99

{tauo:rnr6'0'iil:uatu{'lurfiolrivrr.:1:.iv,rurura ranfrutriYr nr:uffhlu:v uur?arri114uo

u.u {uauo:rnrovfrotrit Report :'rut6outtaql malware status, top oo infect endpoint,

update status, incident network uiorriruuvdrrravuuryxufltiuriufil Admin T:lvlurlrarfrofru
u.ol aTuauo:rrrr6'otYl:ottiavduriu'jr{uauo:rnrr{lu16'rrolfrtfrvrd :rlrfirfruBluvrivlrifruvrx

or J 6l da a rvd rflrycyrduin uavfifrvrottrrtiLou?oErtalq:niTeruil:roqrnnr:v2nfi'ulo1 6'uovlirl#rdorfrvrBlu
hJ: un:lflot riutr fanoilfi'r rm oirato rifi o nr:"[rir,r6odrduinvirfi urrior rTuTrJ:un:rflor riutr:-a!

rrolfirtrloi riav/raiofruauo:rrrrfrorYr:orrravduflu'jrfidrurolunr:oururn"[riI:rr,rururarfrprfrutd! ' --'i-o'
A Aq t t u v q u a d t4 6t e 4 ^l .i c ! i v v t , u v uaYDLULU:utn:xlt]o{nuL?5aFr0uvr':tnoi ernonr:lduSodrdu"[prfrrilurr]oln'llrJ:rrn:lrJolriuhfa

A d u I y ,ci, I j
n o r fr r rn o 5 rt u a'ry ryrlo u r o u d'r u nn ul r u ( rtJ u ei r uufr r"u o I ro n a r :rjo od. o )

u.a frtauo:rnrr6'orouryrmlril:rv'rurrraufrnfrul{SvrBiuTrJ:urn:rrJorrYutrYanorfrrroroilu
- -Xanufuv9t{u

- a rln: flldTrj : ttn :r rl ot riutr fa rr o r fr r un o isr'ru't u o .ilfl ri o rnrtol n orfr r rm o ir o.lI

I:wururau6ofru o rn6ot lnuT:rururura16ofrufifivrdlan#rsTrJ:un:rnr:ldrruri'r:rnio.rrrorfrrrnoi
A A u,v,a, , j y

tn:o.lou Lpr (ttJuaruvtu.tlJo.: to na1:t o oa. o)
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6, d d y d, e4 o

b.c( Lun:ilvtritauo:rnritlurifidrurooururnlril:.ruurr.lrarfro3uldfrvrBluh]:un:rrlorrTutrYa
A d , ' v o 

t 

- 

ti 
a ct, vd 6 o D ya ao s .

FlotJl\?tn0: htau0:1n''r0r0.iu1L0na'l:uaflfi'rurnu'tnunr:t!uill.J0lu1a0uillrlLuL1JfivtfiLuLrl:rtn:lu d 9J - - -- i-o
u v \ _4y-__, d I e ^ ^ { qv ,l a a q 6l!o{nuL?:fin0ilvi?tm0T0rlnalr cJ{oonLoEJ16rrolardvrd luol-LrirrnL:lnurlrnrdprdu'lurruyarurrl.Lu

#t-lrur Tou'[uronar:ua-notuovfrorfirion:ufiruaor.:'L#rfiu'jr"tun:nififr'rauo:rrrrrfrnfronr:uionnrfrnd-!-U-'

tr0ufl''l:0ur-urnlri'ldfrvrBtuTrJ:un:rflorriutrYarrorfrrrnoinrr#rururorn16'rtotfrtfrvrd 16'rrLo,:a'rfrudq o '- - ' -'--'_o-o

qvuouzund'um'rr#rururutvurilauo:rnrr,rtod'nlriri'fitiruroou6u't0t tri'ldfiuBluTrJ:un:1fla.:n-utrfaU o u ! U -- i-€
AdJ--Xv

norfr':tnoi:ruduzunvfunrla'rururfruvrulirauo:1nr uasoururnlfil:rvlururaufiofiut{3uBluTil:run:lU u s U - - i-o -

u uv
rlolrTulriarrolfrruroi IouT:rflutlra16oSuhifro.rrfiurirtdqirutol rfiifr'u frfluairurafirrorronar:{o
od.o)

6'r. {oriryupr:vuvraardruoufiaer
I

v
eJ,o fltffuoirnrovfrolritlolttav6ndtTr.J:un:1fl0.:riuhianolfr'lrnoififiotrauayoururgr'lfi'u ' 'i-d - '
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